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Threshold FHE

• Fully Homomorphic Encryption (FHE) enables arbitrary computation on 
encrypted data


• Naive application - Trusted Trustee


• Threshold decryption decentralize the decryption capability across multiple 
parties. 


• Allows low-communication multi-party computation (MPC)



Threshold FHE
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LWE encryption scheme

• Encsk(μ)=(a,b)


• uniform random a = (a1,…an)


• b = (a . sk + △μ + e), where e is a small noise, and △ is a scaling factor


• PartDec(ct, ski): zi= b - a . ski = (μ + e)i


•  = b - a . [sk] = [μ + e] ==> R(∑zi) = R(μ+e).

Totally insecure! 
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Noise Flooding
•  Adds noise flooding: Adds extra random noise to E ciphertexts before sharing or 

publishing (Dahl et al. 2023, Boudgoust et al. 2023,  Boneh et al. 2018, Brakerski et al. 2025)


• Parties secret share noise  


• 


• Requires noise flooding term E (add enough random noise) to statistically mask e (but not 
too large so it doesn’t break correctness). 

• Large enough to masks partial decryptions, preventing information leakage 


• Small enough to maintains correctness after combination


Eflood

[d] ← a ⋅ [sk] + [Eflood]

m eE



Noise Flooding Comes at a High Cost
• Large noise term => large modulus => large dimension => slower 

homomorphic operations 


• Prior works on simulation security relied on heavy ZKP, or inefficient 
secret sharing schemes, leaked security model, added assumptions, 
weaker security(game based security) 


• Dahl et al. (2023) use relatively small modulus (via “switch-n squash” 
procedure) for increase the cipher text size. But this requires heavy 
bootstrapping just before threshold decryption.



Our Decryption Protocol 
[z]

e
z mod L (MPC)

0

[e]=[z] mod L

• ∏Decrypt:


• Each party 


• Jointly compute  (via call to Mod-L([z],[r]), from preprocessed sharing of r)


• Open 


• Output 

[z] ← a ⋅ [sk]

[e] ← [z] mod L

μ′￼ ← [z] − [e]

μ′￼/L

μ’=[z] - [e]
z - e μ’/L

μμeμ



Mod-L : Deterministic MPC Rounding

• Main challenge: compute [e] = [𝑧 mod L ]


Mod-L([z],[r]):


• [z’] = [z] + [r] 


• z’ <- Open([z’]L) (reconstructs z’ = z + r Mod L)


• e = [z’] - [r] 


• But e should reflect [z] - [r] mod . Two cases  z’ - r < L then e = z’ - r Mod L. However, since z


• However since z  [0,L], r  [0,L]  if z’ - r < 0 we to add a correction (adding L)


• Namely the parties jointly compute u=(z’<[r])

∈ ∈



Mod-L : Deterministic MPC Rounding

• Mod-L receives sharing of z (from ∏Decrypt ) and random sharing [r] from 
preprocessing.


Input([z],[r]):


• [z’] = [z] + [r] 


• z’ <- Open([z’]L) (open only the last L bits)


• e = z’ - [r] + L⋅[u] (mod L)


• where [u] = (z’ <? r) ∈ {0,1} (through LTZ(z’,[r]))

Case 1: z’  r, u=0


[e] = [z’] - [r] = [z] mod L

≥

Case 2: z’ < r, u=1


[e] = [z’] - [r] ∈ [-L,0]



Procedures LTRand and Mod-L

• LTRand API


• Input: z (mod K)


• Output:  


• z’ = z + r mod L


• [r] is a stored value


• u = (z’<r) = (z’-r<0) \in {0,1}


• Mod-L([z])


• Call (z’,[r],[u]) <- LTRand([z]) 


• [e] <-  z’ - [r] + [u] * L



Basic LTRand
• Offline - online structure


• Parties compute a random shares [r] for  (offline)


• Compute the lookup table for the function LTZ(z’-r) for all z’.


•

r ∈ L

LTZ(z′￼[i] − r) ∈ {0,1}

z’ 0 1 2 3 4 5 6 7

 LTZ(z’-r), r=3 1 1 1 0 0 0 0 0



Naive LTRand procedure

• Lookup table size is  of the function LTZ(z’-r).


Lookup at z’=2

L = 2l

z’ 0 1 2 3 4 5 6 7

 LTZ(z’-r), r=3 1 1 1 0 0 0 0 0



MPC of LTRand procedure
• Prepare offline the table LTZ(z’-r).


• For additive shares, a1,i + a2,i + a3,i = LTZ(z’[i]-r)  {0,1}∈

z’ 0 1 2 3 4 5 6 7

 LTZ(z’-r), r=3 1 1 1 0 0 0 0 0

Party 1 a1,0 a1,1 a1,2 a1,3 a1,4 a1,5 a1,6 a1,7

Party 2 a2,0 a2,1 a2,2 a2,3 a2,4 a2,5 a2,6 a2,7

Party 3 a3,0 a3,1 a3,2 a3,3 a3,4 a3,5 a3,6 a3,7



Problem - LTZ Table is too large
• For 64 bit L, the table is of size 


• LTZ is broken to


• d tables of the Sign function, each of size B=L/d


• one ModLTZ over the sign tables


•



• 


• In the paper we use ModLTZ which represent the function LTZ mod 2D

264

Sign(x − r) = Sign ∑
i∈[d]

(xi − ri) ⋅ Bi = Sign( ∑
i∈[d]

Sign(xi − ri) ⋅ 2i)

(x
?
< r) = (x − r

?
< 0) = LTZ( ∑

i∈[d]

Sign(xi − ri) ⋅ 2i)



Breaking LTZ to Sign and LTZ tables
x 0 1 2 3

Sign(x1-r1) -1 -1 0 1

x 0 1 2 3
Sign(x2-r2) -1 0 1 1

x 0 1 2 3
Sign(xn-rn) -1 -1 -1 0

.

.

.

1

2

d

z -D -D+1 … D
LTZ(z-s)

LTZ( ∑
i∈[d]

Sign(xi − ri) ⋅ 2i)

D = 2d



Offline Phase

• Prepare lookup tables for Sign and LTZ gates before the ciphertext is received


1. Compute [r] via repetive calls to Fabb on RandBit


2. Prepares one a vector p of the shares of all subset product of the bits of r 
(based on 1) 


3. Based on 2, construction of the gates are linear combination of the 
elements of p



Efficiency of The protocol
• Three rounds (in the basic implementation). 


• First two round required for the reveal of the masked error (for Sign and LTZ). 


• Third round each party sends its clean shared.


• Total communication: l + (d+1) + k where:


• First round: l-bits (masking l last bits of z)


• Second d+1 bits (masking d+1 value of LTZ)


• Third round k bits (shares of the plaintext)


• Total storage: d Sign tables of size   and one LTZ table of size 


• Typical choice of parameters: k=64, b=8, d=7, m=1

2b ⋅ (d + 1) 2d+1 ⋅ m



Security of ∏decrypt

• We use ideal functionality Fabb to abstract away all the MPC operations (addition, 
multiplication, bit generation, open shares)


• We prove UC in the Fabb hybrid model


• The abstraction allows to implement the scheme in various adversarial models: 


• Dishonest majority (e.g., via SPDZ2^k)


• Honest majority with guaranteed delivery (e.g., SSS with error correction)


• Adaptive adversary


• etc.



• Implemented under dishonest majority setting (Fabb)


• Measure time (in ms) of the online decryption protocol, for a single ciphertex 





• LWE parameters: 


• For the sign gate we used d=8 blocks of size 8 bits


• Even in 10 ms adding parties there is almost no affect of the number of parties on increased latency. 
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(1) O�line phase. This is implemented using the well-known
MP-SPDZ library [32]. In this phase, all Sign and ModLTZ
gates are prepared, as described in Section 4.

(2) Online phase. This is implemented in Rust. Each party
executes a program to handle the protocol’s computation
and communication. Precomputed Sign and ModLTZ gates
are loaded into memory at the start.

We ran all benchmarks on a single AWS c7a.32xlarge instance
with 128 AMD EPYC 9R14 vCPUs and 256GB of RAM. For the
online phase, the tc utility was used to emulate network conditions
and constraints. This utility allows precise control over network
behavior, such as introducing con�gurable delays and bandwidth
limitations. The selected network has a fully connected topology
of nodes using TCP for pairwise communication.

To compare with the state of the art [20], we used the same
LWE parameters (=,@, ?) = (1024, 264, 2) (hence : = 64, < = 1,
; = 63), which are also commonly used for TFHE [15] in commercial
implementations.6 Following Section 3.4, for the input bit length of
the Sign gates we use 1 = 8 ⇡

p
; , which implies that 3 = d;/1e = 8.

We note that [20] only reported their results, but did not pro-
vide a public implementation we could directly benchmark against.
Therefore, we ran our experiments on a similar, though not identi-
cal, system. They also did not report direct throughput results, but
their protocol is CPU-bound by the “squish-and-squash” (bootstrap-
ping) operation, which works in conjunction with noise �ooding.
For that reason, we assume they must perform this computation
serially on a single machine, and any parallelization would require
scaling horizontally across machines (which would not improve
throughput). Table 1 shows a benchmark for 4 parties with a net-
work ping time of 1ms and 1Gbit bandwidth. We estimate that
the online phase of our protocol has approximately 37 times better
latency and about 20 000 times better throughput in this setting.

Protocol Latency ms Throughput (Dec/sec)
[20] 315.62 3.18

Our online 8.48 64 319

Table 1: Comparison of latency and throughput for 4 parties
with 1ms ping time and 1Gbit bandwidth (online phase only).

5.1 Di�erent Network Conditions
Table 2 shows how the end-to-end latency of the online phase
changes according to the number of parties, or under increased
network latency. Note that bandwidth does not a�ect the latency
of a single decryption, since throughout the protocol the parties
perform only a small amount of communication. By contrast, the
network latency does have an e�ect, because the online phase does
three sequential public openings, and in this implementation, two
more rounds of authenticity checks.

Our protocol achieves very high throughput. Since the online
phase has very little communication and computation (in contrast
to previous works), the throughput can scale to thousands and even

6For example, see https://docs.zama.ai/tfhe-rs.

4 Parties 8 Parties 16 Parties
Ping Time 1ms 8.483 10.086 24.230
Ping Time 10ms 55.616 55.490 56.979

Table 2: Time (in ms) of the online decryption protocol, for a
single ciphertext.

tens of thousands of decryptions per second on a single server,
regardless of network latency. This is captured in Table 3, which
shows throughput under various conditions. It appears that the
CPU is the bottleneck for 1ms and 10ms ping times (because there
is little di�erence in throughput for these settings), but the network
is the bottleneck for 100ms ping times.

5.2 Preprocessing
To empirically benchmark our preprocessing protocols that con-
struct Sign and ModLTZ gates, we implemented them using the
MP-SPDZ [32] implementation of SPDZ2: . To provide good esti-
mates for our own protocols, we separate out the costs to generate
shared random bits and multiplication triples (see below for these),
since there are many di�erent ways to do this (e.g., [22, 27, 45]).
All tests were run with the default MP-SPDZ value of two parties,
1ms ping time and 1Gbit/sec bandwidth. Table 4 shows the costs
to produce a gate, as a function of its input bit length. (Both kinds
of gates take roughly the same time to produce for the same input
length, since the bulk of the work is done in PrepSubsetProds.) Ta-
ble 5 shows that it takes only about 1.35 sec and 79MB of online
communication (per party) to preprocess enough material for 1000
runs of ⇧Decrypt.

Triple-generation communication. Our preprocessing protocols
use secure multiplications and random bit generation via FABB.
For each call to ⇧Decrypt, the preprocessing uses only about 13
random bits, but requires signi�cantly more multiplications, so
these are the main cost. Following the analysis in Section 4.1, the
preprocessing does 2478 = 3 (21�1�1)+(23+1�3�2)multiplications
(recall that 1 = 3 = 8). In SPDZ2: (and SPDZ more generally), each
multiplication consumes one Beaver triple [3], a form of correlated
randomness.

In our setting, Beaver triples should be generated in large batches
o�ine, and the communication tends to be the bottleneck. Several
works have focused on reducing the communication for maliciously
secure triple generation; notable approaches include SPDZ2: [19],
Overdrive2k [40], MonZ2: a [10], MHz2k [13], LowGear 2.0 [44],
and Multipars [31]. In terms of communication, Multipars is the cur-
rent state of the art, with a reported amortized communication cost
(per party) of 14.9 kbit per triple. In our protocols, this corresponds
to approximately 4.5MB of communication per decryption.

6 Related Work
Threshold FHE is a well studied problem, as it is a cornerstone
for constant-round MPC (e.g., [2, 38]) and threshold cryptography
more generally (e.g., [5, 12, 30]). And yet, all prior simulation-secure
schemes use some �avor of noise �ooding in their decryption pro-
tocols. The �rst proposed solution in the literature provided an
actively secure protocol (with abort) for a small number of parties

(n, q, p) = (1024,264,2)

Evaluation of the Online phase



• Network is a bottleneck for small latencies, but as we increase to higher ping time, the network 
is the bottleneck. 


• Scale to thousands and even tens of thousands of decryptions per second on a single server 
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Table 3: Throughput of the online phase under varying network conditions, measured across di�erent number of parties
(4, 8, 16), bandwidths (100Mbit/sec, 1Gbit/sec), and ping times (1ms, 10ms and 100ms).

Input length Gates/sec Communication per gate (kB)

4 94 004 0.35
5 44 770 0.83
6 13 428 1.82
7 10 966 3.84
8 6350 7.90
9 3400 16.06

Table 4: Throughput and communication of our gate-
preprocessing protocol (ignoring the cost of triple and
random-bit generation), for various bit-input lengths.

The work of [18] obtains a robust protocol with much better ef-
�ciency by assuming an honest (two-thirds) super-majority and
utilizing well-known error-correction techniques.

The works of [5, 13] give a generic “universal thresholdizer”
that converts any cryptosystem into a threshold variant. Like all
prior schemes, they use noise �ooding, which requires a super-
polynomial modulus-to-noise ratio, making them too ine�cient in
practice. In addition, these works propose new variants of linear
secret sharing that have large share sizes, leading to additional

Gate Gates/Dec Time (sec) Data (MB)

Sign 8 1.06 63.23
ModLTZ 1 0.29 16.06

Total 9 1.35 79.29
Table 5: Costs (ignoring triple and random-bit generation) of
our preprocessing protocols, per thousand decryptions.

computational and communication costs in practice (and a worse
dependence on the total number of parties), and also potentially
raise security concerns [17]. Recently, the concurrent and indepen-
dent work of [9] improved this approach by obtaining a smaller
ciphertext modulus, and preprocessing the zero-knowledge proofs
of validity in an o�ine phase; however, it still uses noise �ooding,
and the modulus grows exponentially in the number of parties.

In recent years, probably due to recent advances in practical FHE
and its applications (e.g., [1, 38, 48, 50, 53]), we have seen more
work on e�cient threshold FHE decryption. However, all of these
works weaken the model or strengthen the assumptions in at least
one of the following ways: adopting game-based security, limiting



Achieve ~37x improvement in latency compared to SOTA!


Achieve ~20000x improvement in throughput compared to SOTA!

Evaluation of the Online phase

Protocol Latency (ms) Throughput (Dec/
sec)

Noah’s ark 315.62 3.18

Our protocol 8.48 64319

Latency and throughput for 4 parties with 1 ms ping time and 1 Gbit bandwidth 


 



